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Legal Notifications

No Endorsement Notification

Any reference on this website or materials on this website to any specific commercial products, processes, or services by
trade name, trademark, manufacturer, or otherwise, does not constitute or imply its endorsement, recommendation, or
favoring by the Department of Homeland Security or the United States Government.

Hyperlinks Web sites do not constitute endorsement by DHS of the Web site or the information, products, or services
contained therein. DHS does not exercise any editorial control over materials on this website or the information on non-
DHS Web sites.

Disclaimer Notification

The views, opinions, findings, conclusions, or recommendations expressed in the materials on this website are those of
the authors and do not necessarily reflect the official policy or position of the Department of Homeland Security (DHS) or
the United States Government. The publication of these views by DHS does not confer any individual rights or cause of
action against the United States. Users of information in the materials assume all liability from such use.



The Pre Authorization Inspection

Objective of the PAI:

s To review in detail the contents of the Site Security Plan
(SSP) that were relevant to the site

s To review the physical security features of the facility
s 1o develop an understanding of the processes at the site
s 10 develop a comprehensive report that will aid the SSP
review teams in processing and authorizing the SSP
s Process review and walk through of the facility
was conducted to understand what we do and
how we do it.

s Important to stress safety features of the site or process
that prevent a catastrophic event



Physical Security Review

s Barriers- Gates- Fencing

+ Take credit for “other” barriers — truck storage, elevated
berms, secondary containment, posts, bollards, rail
tracks, circuitous routes or paths of travel, natural land
formations, etc.

s Rail gates should be monitored and managed
while open. Look for weak links in structure or

processes

s Define and Maintain clear-zone’s around the
perimeter.



Security Force

& There should be Detailed Post Orders for those
with security roles AND evidence that they follow
and understand the orders.

s Detailed training should be documented.

s If the officer is not dedicated to monitoring and
performs other functions, be able to explain in
detail their duties and how you provide for
intrusion detection.



Access Control/ Visitor
Management

Access Control Policy- Needs to be clearly defined
Parking Policy- Needs to be clearly defined

Management of Shipments in and out is key. Know
what and who is coming in and out.

¢ Confirm ID for all drivers . Are drivers ID and endorsements
on file at the site?

Temporary changes in access control should be
reported to DHS
s Submit plan for management of the issue

s Will require sign off or acknowledgement of the change by
DHS



RBPS 13 - Elevated Threat Levels

s Examples of items that should be considered are
addressed in RBPS Guidance Document. What ever
you say you are doing must be fully communicated
and trained against.

s We use a matrix originally developed by US Coast
Guard that we modified
s It should have overview with links to detailed processes or
procedures
s Know the time it takes to move to next level

s You must be able to start to react within an hour to start
your communication and plan. It may take up to 24hours to
completely get there, but most measures must be
implemented quickly.



Emergency Plans

s Emergency Plans updated to include the wording
“CRITICAL INFRASTRUCTURE FACILITY” or to what
language your local law enforcement agency would
recognize

s Ensure that Process Safe Guards are in place
s Develop a Business Contingency Plan-COOP

s Fire Department drills and exercises. To understand
if they can manage the situation and mitigation

s City , County, Office of Emergency Management-
liaison with all, hold face to face meetings and
training. Invite them to come & play in your
sandbox.



Emergency Plans- Exercise and Drill

s Share with local responders key elements about
your site:
s Site plan color code, include what tanks not to shoot at

s A place to stage media and a place to stage police -
different areas

s Contact phone numbers, site radio frequency- assemble
an information kit

« What are the lines of sight from buildings and other
vantage points. Ask them what they need and what they
need to be comfortable responding to at the site

s Demonstration of full blown exercises and details



Outreach

s Differentiated between safety responder drills
and the need for drills and exercises with those
who would respond to terrorist incidents

s DHS wants to see First Responders onsite to
familiarize them with the site and the chemical
risks relative to mitigation



Other Hazardous Chemicals

s Do you have other hazardous chemicals from
Appendix A on site that are not addressed in your
Tiering letter?

s DHS’s feeling is some that are close to the
threshold level should be included in your plan.

s Stress layers of protection in SSP and how it
protects these materials



Carrier Management

s Have we asked the carrier:
+ if they conduct security surveys
+ if they have security transportation plans in place

& We need to make sure that:

s« We have received statements from & AUDITED that they
have plans in place.

s All shipments are planned and approved in advance using
known approved carriers

s Approved carriers have implemented security measures to
provide protection of the vehicle and material being
transported by the carrier

s Systems are in place to track or protect shipments enroute
to their destinations (GPS tracking, call in schedules)



POWER SUPPLY

s Several areas are focused on having back up
power supply to maintain the level of security at
facility

« Lighting — Perimeter, Security Specific, Operational,
Critical Assets, Gates & Entry Points, Portable
s Access Control Systems
s« Communication Systems
« Cameras
Intrusion Detection Systems
Process Controls
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Personal Surety

s Contractors who certify they have completed
their own Background information must produce
documentation that we can produce during any
DHS inspection. We cannot rely merely on the
assertion that it is completed, we must audit this.

8 TWIC card and CDL Hazmat Endorsement was
discussed.



Maintenance Activities

s Are all your current security items in a PM plan or
program?

s Locking of or restricting access to maintenance
records is a good practice
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Training

Develop a Security Training Matrix
Training Documentation
Records Retention

Qualification of Trainer



esponsibility for System

XYZ Chemicals, Inc.
Anytown USA Manufacturing Site
Drganizational Chart For CFATS Compliance

[

For details for all associated Titles

X¥Z Chemicals Organization Chart RC073
Anytown Manufacturing Site Organization Chart
EH5031

John Public

CWNER/OPERATOR (17.1)
Owneroperator defines a security onganizational structure in writing that identifies
‘specific security duties and responsibilities

Coondinzte security at 2 corporate beve| if more than one
facility i subject to CFATS

Joe Bagadonutz
Corporate Security Officer (C50): (17.2)

Rudy Penobee
Cyber Security Officer (17.4)
The role of the Cyber Security Officer is to overses cyber
security issues at the facility

Lester Flatt
Facility Security Officer (17.3)
»  Conducting and supsrvising the submission of the Seouity
Vulneranilty Assaszment;
Freparing the initial Site Security Plan snd updsting it
Conducting annusl intenmal security sudits
Husting DHS inspections;
Designing and documenting security training for al
Emplayees;
Maintsining required records;
*  Flanning and documenting security crills;
+ Emuring natsecurty equ
culibrated, and tastes;
*  Understanding ining a lizt of local emergency
responders, local law enforcement, and local DHS Protectie
Serurity Afvisars;

is property

s Ensuring material scoountabifty snd control for fadiities
where theft and diversion of 00| or gther cangerows
chemicals are 8 concerm ;

®  Ensuring notification of plant personnel rezarding changes in
SECuity procedures or DHS threst evet:

= Dther activities associnted with the management of fadiity
seourity per & CFR Fart 27: and

®  Understancing curment secrity thrests and pattems reated
to the fadlity.

®  Responding to, recording, and reporting all seourity incidents;

Earl Scruggs
Alternate Fadlity Security Officer (17.3)
The alternate F50 is to be able to function in place of the F50
should circumstances or the owner/operste dictate.
Responsibifities assigned to the F50 become the responsibifity
of the Alternate F50 in the F50's absence

Lester Flatt
S5P Implementation Leader

The role of the SSFIL

»  Coordinate activity and ensure completion of
teems a5 outlined in the Seoty Task List
developed for the lncation.

s Communicets progress on items identifiad in
the Security Task List to the Flant Mansger,

C50, Cwner Operator and other involved
mzmbiers of the senior management team of
thee CoRpsoration.

Mary Lou Tarqueene
Facility Plant Manager (17.5)
The role of the fadility plant manager is to ensure cocperation of
facility personnel with the requirements of the 35P and CFATS, such
B
®  Coordinating training in security swsreness and ather security
issues for facility personnel who are not designated to serve on
the senuity coganization;
= Ensing that sscurity considertions are acknowiedged and
implemented thmagrhout the fadity;
®  Bsing cogizant of security risks and iszuss relsbed to the
facility, the community, and the current threst level;
= Ensing that adequate space and resources are available for
the senuity coganization; and
®  Enzuring that employses can repart and question ssourity
procedures without fear of retriution

= Coordingtz activity and communi cations
with S5P Implementakion Leaders from other
sites within the corpormtion.

= Work directly with F50, 550, Asst 550 and
Flant: Marager onimplementstion of items
ientified i the 359 mhmissien.

I Document Humber. : SC13
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s Security Task List
s Security Org Chart

s Security
Responsibilities
Matrix



CYBER

s Process Control Systems

s Business Operating Systems

s Security Systems ( cameras, access control)
s Passwords and log — in changes

s Removal of individuals from the system if they
leave the company or roles change



UPDATING your
SSP- Site Security Plan

s Enter in the items that you have completed since
the initial SSP submission and take credit as
existing.

s Look for benchmarks. Are you actively working
on items; see if you hit your benchmarks.

s Planned measures will be responded to. You
receive credit for Planned and Active items.
s Show timelines with milestones.
s Show which milestones are attained / completed.
s More data/info = more credit during the review process.
It has to be clear on what you doing.

s Include Documents, Images, Plot Plans



Thank You

Ronald F Razzolini
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