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Research and development (R&D) plays a significant role in enabling homeland security partners to
develop knowledge and technologies to more effectively reduce risk to the Nation’s critical
infrastructure and key resources (CIKR). The Office of Infrastructure Protection in the Department of
Homeland Security (DHS) is pleased to provide the CIKR Requirements book to our partners so that
they may better understand the requirements process and the role of the DHS Science & Technology
Directorate (S&T).

The book contains a wide range of information on how to develop detailed operational requirements,
including real-world examples of the operational requirements document used by the S&T
Commercialization Office. It also contains timely information on S&T’s recently implemented
commercialization initiative to effectively and efficiently develop products and services to help CIKR
sectors meet their many challenges.

The Office of Infrastructure Protection’s R&D Team will continue to work with S&T to best address
the capability gaps articulated by the 18 CIKR Sectors. The S&T Commercialization Office has long
been a strong partner to the R&D Team, and supports numerous initiatives (detailed throughout the
book), that may enable CIKR stakeholders to quickly address key technology needs. It is our hope that
CIKR stakeholders will be better equipped to capitalize on the benefits of the processes covered in this
book, and continue to develop strong R&D partnerships across the Department.

Any questions regarding the information contained in this book may be directed to the IP Research
and Development Team at: IPR&D@HQ.DHS.GOV

Sincerely,
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Todd M. Keil

Assistant Secretary

Office of Infrastructure Protection

U.S. Department of Homeland Security
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DHS Office of Infrastructure Protection

Protecting the nation's critical infrastructure and key resources (CIKR) is a key
Department of Homeland Security mission established in 2002 by the National Strategy
for Homeland Security and the Homeland Security Act.

The Department's Office of Infrastructure Protection (IP) within the National
Protection and Programs Directorate (NPPD) leads the coordinated national program to
reduce risks to the nation's CIKR posed by acts of terrorism and to strengthen national
preparedness, timely response and rapid recovery in the event of an attack, natural
disaster or other emergency.

IP addresses these needs through the National Infrastructure Protection Plan (NIPP).
The NIPP establishes a partnership structure for coordination across 18 CIKR Sectors and
a risk management framework to identify assets, systems, networks and functions whose
loss or compromise pose the greatest risk.

Within the sector framework, 1P works with public and private partners coordinating
efforts to protect CIKR and provide CIKR functions to strengthen incident response. 1P
initiatives fall into six programmatic areas:

o Partnerships, Outreach and Training

« Contingency Planning and Incident Management

e Chemical Facility Security and Compliance

o CIKR Protective Security and Field Operations

e Infrastructure Analysis, Research and Development
« Infrastructure Information Collection and Protection

IP relies on regular interaction with CIKR owners and operators to ensure the ability
of infrastructure protection personnel to conduct their missions successfully. IP also
assists in addressing the needs and concerns of those infrastructure protection
communities to maintain high levels of operational readiness.
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Introduction

DHS is comprised of many organizational elements with a single purpose: to enable,
support and expedite the mission-critical objectives of DHS’ seven operating components
and Directorates to protect our most valuable asset — our citizens. Transportation Security
Administration (TSA); U.S. Customs and Border Protection(CBP); U.S. Secret Service
(USSS); U.S. Citizenship and Immigration Service (USCIS); U.S. Immigration and
Customs Enforcement (ICE); Federal Emergency Management Agency (FEMA); U.S.
Coast Guard (USCG); and NPPD are the major organizations chartered within the
Department to coordinate the transition of multiple agencies and programs into a single,
integrated agency focused on protecting the American people and their homeland. The
operating components and directorates work closely with, support and are supported by a
large network of first responders at the state, local, tribal and territorial levels, along with
the critical infrastructure and key resources (CIKR) owners and operators. These groups
comprise DHS’ stakeholder community and play critical roles in planning, preparedness,
response and recovery efforts of DHS. The DHS stakeholders rely on the support of its
many organizational elements to ensure mission success and address challenges
confronting these stakeholders. Among the challenges facing DHS is how to gather and
refine the needs and requirements of its various stakeholders, who represent a wide
variety of mission spaces and operating environments, in a cost-effective and efficient
manner.

The purpose of this guide is simple and straightforward: to enable the reader to
effectively engage with the Department of Homeland Security in a simple and
straightforward way. This resource will facilitate methods to articulate detailed
operational requirements and define mission problems effectively, specifically those of
the CIKR community. Readers will be able to better understand stakeholder interaction
channels through various organizational elements and learn how to improve the
communication of their needs and requirements to others in DHS, other Federal agencies,
or the private sector.

Requirements form the cornerstone of understanding challenges faced in providing
the capabilities necessary to complete mission critical objectives. Requirements further
enhance one’s ability to communicate those challenges to those who can best begin to
address them. Often, we have heard expressions like “It all boils down to a lack of
communication,” or “We’re not sure what you need,” or “DHS has been difficult to work
with because they really don’t have a clear picture of their problems, needs or
requirements.” We can remedy this situation by implementing some fundamental
practices in a disciplined manner so that requirements are both gathered and disseminated
through the proper channels at the Department.

A well-written requirements document or articulation can be an effective tool to relay
the needs of a given group in an easily understood format. Clear and consistent
communications help to avoid the countless hours of time, money and other resources
spent guessing about needs that are not clearly defined. Research conclusively shows that



the foremost reason programs or projects do not succeed is due to a lack of detailed
requirements at the initiation of a program or project. Delays in bringing needed
capabilities to the hands of those who need them most are not acceptable for those whose
missions are critical to the protection of the American people and the critical
infrastructure and key resources that support our everyday lives. Efforts invested early to
develop a clear understanding of requirements pay dividends in the positive outcome of
programs -- not to mention the savings in both time and money in corrective actions
needed to get a program back on track (if it is even possible!).

We intend to make communication with DHS of your needs simple and easy. The
Office of Infrastructure Protection (IP) along with the Science and Technology
Directorate (S&T) work together to understand and address the needs and problems of
the many CIKR communities. To that end, we have provided in this book an (a)
introduction to working with DHS and its organizational elements responsible for
assisting CIKR owners and operators and (b) an easy-to-follow template that will enable
the generation and articulation of detailed operational requirements. We have also
included several real-world examples of well-written operational requirements documents
(ORDs) that show how complex challenges can be articulated. In the numerous
appendices accompanying this book, you will find articles and briefings that provide
additional context to the role that creating detailed operational requirements plays in
effective product realization. It is our goal that this resource opens communication
between DHS’ stakeholders and the Department through positive interaction that leads to
actions taken to address the needs and requirements of all stakeholders, whether they be
direct DHS field agents, our nation’s first responders or critical infrastructure and key
resources owners and operators.



National Protection and Programs Directorate and the
Office of Infrastructure Protection

The National Protection and Programs Directorate (NPPD) manages many aspects of
the planning and preparedness functions of the Department. NPPD is comprised of a
number of offices that effectively outreach and connect with several functional areas
across the homeland security mission space important in the daily operations of the
country. NPPD oversees the coordinated operational and policy functions of the
Directorate’s subcomponents — Cyber Security and Communications (CS&C),
Infrastructure Protection (IP), Risk Management and Analysis (RMA), and the United
States Visitor and Immigrant Status Indicator Technology (US-VISIT) program — in
support of the Department’s critical mission.

IP leads the coordinated national program to reduce risks to the nation's CIKR posed
by acts of terrorism and to strengthen national preparedness, timely response, and rapid
recovery in the event of an attack, natural disaster or other emergency. This is a complex
mission. CIKR range from the nation's electric power, food and drinking water to its
national monuments, telecommunications and transportation systems, chemical facilities
and much more. The vast majority of national CIKR is privately owned and operated,
making public-private partnerships essential to protect CIKR and respond to events.

IP manages mission complexity by breaking it down into three broad areas: Identify
and analyze threats and vulnerabilities; Coordinate nationally and locally through
partnerships with both government and private sector entities that share information and
resources; and Mitigate risk and effects (encompasses both readiness and incident
response).

National Infrastructure Protection Plan and the Public-Private Partnership Model

The National Infrastructure Protection Plan (NIPP) was created to codify the nation’s
action plan to provide for CIKR resiliency, protection and preparedness (See Appendix
A). The goal of the NIPP is to build a safe, more secure and more resilient America by
enhancing protection of the nation’s CIKR to prevent, deter, neutralize or mitigate the
effects of deliberate efforts by terrorists to destroy, incapacitate, or exploit them; and to
strengthen national preparedness, timely response and rapid recovery in the event of an
attack, natural disaster or other emergency. The NIPP structure provides a foundation for
strengthening disaster response and recovery. The CIKR Support Annex to the National
Response Framework (NRF) provides a bridge between the NIPP “steady-state”
processes for infrastructure protection and the NRF unified approach to domestic incident
management. These documents provide the overarching doctrine that ensures full
integration of the two vital homeland security mission areas — critical infrastructure
protection and domestic incident management. The ways in which CIKR are interrelated
creates additional challenges from cascading effects in the event of a disruption to sectors
of CIKR.



Critical infrastructure protection is a shared responsibility among federal, state, local
and tribal governments and the owners and operators of the nation's CIKR. Partnership
between the public and private sectors is essential, in part because the private sector owns
and operates approximately 85% of the nation's critical infrastructure while government
agencies have access to critical threat information and each controls security programs,
research and development and other resources that may be more effective if discussed
and shared, as appropriate in a partnership setting.

The NIPP Partnership Model provides a forum through which the diverse community
of infrastructure protection providers can collaborate and share information to discuss
requirements identification, planning and policy coordination. This unique set of
infrastructure protection providers encompasses groups of CIKR owners and operators
along with government officials at all levels. See Figure 1 for the structure of the NIPP
Partnership Model.

Government Sector
Coordinating Council Coordinating Council

Sector 1 Sector 1
Government Sector
Coordinating Council Coordinating Council
Sector 2 Sector 2
Government Sector
Coordinating Council Coordinating Council
Sector 3 Sector 3
- Sector 4 ————— TA—————— Sector 4 -
- - I -
Sector 5 - = = - Sector 5
Secter 6 ~ ~ Sej Enr ]
Government Private Sector

Cross-Sector Council Cross-Sector Council

NIPP FSLC SLTGCC PCIS

Regionally Based Councils
(as needed)

e

Figure 1. The NIPP Partnership Model is a collaborative forum for Government and Private Sector entities at Federal, State, Local and

Tribal levels responsible for infrastructure protection can share information and ideas on requirements. This model is duplicated for each
Sector Coordinating Council (SCC).

Under the NIPP, a Sector-Specific Agency (SSAS) is the assigned federal agency to
lead a collaborative process for infrastructure protection for each of the eighteen sectors.
The comprehensive NIPP framework allows IP to provide the cross-sector coordination
and collaboration needed to set national priorities, goals and requirements for effective
allocation of resources. More importantly, the NIPP framework integrates a broad range
of CIKR public and private protection activities.

The SSAs provide guidance about the NIPP framework to state, territorial, tribal and
local homeland security agencies and personnel. They coordinate NIPP implementation
within the sector, which involves developing and sustaining partnerships and
information-sharing processes, as well as assisting with contingency planning and
incident management.



IP serves as the SSA for six of the eighteen CIKR sectors. IP works closely with
SSAs of the other twelve CIKR sectors to implement the NIPP. This frequently involves
addressing cross-sector vulnerabilities and working to achieve cross-sector program
efficiencies. The sectors for which IP serves as the SSA are italicized:

Agriculture and Food Defense Industrial Base National Monuments &
Banking and Finance Emergency Services Icons

Chemical Energy Nuclear Reactors,
Commercial Facilities Government Facilities Materials and Waste
Communications Healthcare and Public Postal and Shipping
Critical Manufacturing Health Transportation Systems
Dams Information Technology Water

An important facet of these sectors is the creation of Cross-Sector Councils. The
many ways in which CIKR are interrelated creates additional challenges from cascading
effects in the event of a disruption to various CIKR sectors. The collaborative nature of
Cross-Sector Councils benefits gathering not only information on those cascading effects
and interdependencies, but also provides insight into commonly shared requirements that
may be addressed by similar solutions. This information provides significant details to
solution developers into the detailed problem description as well as opens opportunities
for the deployment of multi-use technologies and a reduction in redundant programs that
solve similar problems.

Working through these sectors, IP assists NIPP stakeholders in identification and
articulation of strategic R&D needs. IP oversees the collection, distribution and
prioritization of sector requirements for all eighteen sectors. IP also facilitates the
coordination of addressing the needs of these stakeholders with other Department
organizational elements to address identified capability gaps. An analysis of the
stakeholders of these CIKR markets shows that there are many CIKR owners and
operators who need to be able to engage with DHS to convey their requirements. These
sectors also represent large user groups that often require widely distributed products and
services to meet their needs nation-wide. See Figure 2 for a breakdown of the eighteen
sectors and their component stakeholders.

These sectors play a critical role in the understanding of capability gaps and
requirements experienced by the CIKR owners and operators. This direct interaction
between the Government Coordinating Council (GCC) and Sector Coordinating Council
(SCC) provides opportunities for these groups to develop a common understanding of
current challenges facing the sectors. This partnership model allows for “bottoms-up
requirements gathering” that can be shared through the well-defined process and reach
those groups able to act upon the gathered information. IP has a close relationship with
several organizational elements throughout the Department to not only find common
requirements and capability gaps, but also to work with those best able to develop and
deploy technological solutions to those in need
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DHS Science and Technology Directorate

Advances in science and technology continue to spur the development of new and
innovative products focused on the homeland security market. As this marketplace
expands, it becomes increasingly important for homeland security personnel to assist in
guiding product development to match their various needs. Delivering these customer-
driven products and technologies is a primary objective for DHS.

For many organizational elements within DHS, their primary focus is to assist in
policy management, preparedness planning and crisis mitigation efforts. These support
functions are critical to component field agents, first responders and infrastructure
protection personnel. As Department stakeholders perform their missions, they inevitably
are faced with situations where their current capabilities are not sufficient to carry out
their objectives. Ever-changing threat dynamics often require new, innovative
technology-based solutions in order to prevent or mitigate the potential effects of current
and future dangers, not to mention the numerous challenges faced by these groups on a
daily basis that are integral to providing security for all citizens. Chief among the
organizational elements charged with delivering new products and capabilities is the
DHS Science and Technology Directorate (S&T). DHS S&T is unique in that it is the
organizational element within the Department whose primary mission is to provide
Department stakeholders with the technologies, products, and services needed in order to
perform their objectives.

DHS S&T is organized into several divisions to address stakeholder requirements in
the fields of basic research, high-risk/high-reward innovation projects and product
transition activities that serve to get products into the hands of stakeholders to enhance
their mission capabilities. In today’s dynamic homeland security environment, delivering
customer-driven products and technologies is a primary objective for DHS. DHS S&T
manages DHS’ diverse group of operating components and supporting elements whose
missions address a wide variety of terrorist and natural threats to our homeland.

DHS S&T works to understand, document and offer solutions to current and
anticipated threats faced by these stakeholders; our “customers” (and our *“customers’
customers” (first responders and CIKR owners and operators). DHS S&T, through the
Capstone Integrated Product Team (IPT) process ensures that quality, efficacious
products are developed in close alignment with detailed customer needs. The Capstone
IPT process represents the requirements-driven, output-oriented portion of DHS’
technology development investments geared toward providing DHS stakeholders with the
necessary tools to protect America’s most valuable assets — its people.

11



Capstone Integrated Product Teams

The Capstone Integrated Product Teams (IPTs) are chartered to ensure that
technologies and products are engineered and integrated into systems aligned to the needs
of DHS customers. Consistent with the Homeland Security act of 2002, Capstone IPTs
establish a lean and agile world-class S&T management team that delivers the
technological advantage necessary to ensure DHS agency mission success. The Capstone
IPT process is the framework used to determine whether developed capabilities meet
operational needs, analyzes gaps in strategic needs and capabilities, develops operational
requirements, and develops programs and projects to close capability gaps and expand
mission competencies. This process is a customer-led forum through which the
identification of functional capability gaps and the prioritization of these gaps across the
Department are formalized. The Capstone IPTs manage the research and development
efforts of DHS S&T and enable the proper allocation of resources to the highest priority
needs established by the DHS operating components.

The Capstone IPT process is a model that requires the participation and input from
several DHS stakeholders. This collaborative effort centers on the principle that the
customer is “the focus” of this process. The product and technology outputs of the
Capstone IPT process are customer-requirements-driven from start to finish. The
customer is involved throughout the process to ensure that they receive products and
technologies specifically aligned to their detailed operating requirements. Ultimately, our
customers receive quality products that effectively deliver the necessary, mission-critical
capabilities to secure our nation.

Led by the DHS S&T customer, Capstone IPTs bring together DHS S&T division
heads, acquisition partners and end-users (operating components, field agents and
supporting first responders — customers of DHS) involved in the research, development,
testing and evaluation (RDT&E) and acquisition activities. Working together, the
Capstone IPT members identify, evaluate and prioritize the operational requirements
necessary to complete missions successfully. Based on information gained from Capstone
IPT meetings, DHS S&T providers assess the technological and system development of
products that will ultimately be deployed into the field. Figure 2 shows the general
organization of a Capstone IPT. The figure also contains the specific members of the
Infrastructure Protection IPT. The Office of Infrastructure Protection chairs the
Infrastructure Protection IPT on behalf of the Sector Coordinating Councils. The
formalization of efforts between the Office of Infrastructure Protection and the Capstone
IPT process at an early stage allows key stakeholders to identify and address critical
capability gaps.
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Figure 2. (a) This diagram shows the structure of the Capstone IPT model with (b) the models’” output
functions carried out by each IPT member and (c) the organization of the Infrastructure Protection
IPT.

The Capstone IPTs are structured to focus on functional, department-level
requirements and deal with programmatic and technology issues within the six DHS S&T
divisions: Explosives (EXD), Chemical/Biological (CBD), Command Control and
Interoperability (C2I), Borders and Maritime Security (BMD), Human Factors (HFD) and
Infrastructure and Geophysical (IGD). Capstone IPTs have been created across thirteen
major homeland security core functional areas: Information Sharing/Management, Cyber
Security, People Screening, Border Security, Chemical/Biological Defense, Maritime
Security, Counter-Improvised Explosive Devices, Transportation Security, Incident
Management, Interoperability, Cargo Security, Infrastructure Protection, and First
Responders.

Each Capstone IPT is chaired or co-chaired by senior leadership from a DHS
operating component or federal organizational element with corresponding needs within a
specific functional area. The chair/co-chair, representing the end-users of a delivered
capability, engage throughout the process to identify, define and prioritize current and
future requirements and ensure that planned technology and/or product transitions and
acquisition programs, commercialization efforts and standards development are optimally
suited to their operational requirements. Operating components, field agents, first
responders and other non-captive end-users with an interest in the core functional areas of
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a Capstone IPT are welcome to participate and contribute throughout the Capstone IPT
process. See Figure 3 for the captive members for each IPT.
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Figure 3. This diagram shows the thirteen Capstone IPTs, the DHS operating component, DHS end-user(s),
the S&T Division technical provider, and, when applicable, the Acquisition conducted by DHS management.

Capstone IPTs purposefully cover very broad core functional areas. This broad focus
aids in reducing the duplication of efforts geared toward various operating components of
DHS. It is often the case that a given capability gap is experienced by numerous
operating components and stakeholders simultaneously and can thus share in the
capabilities provided. Technology development is functionally aligned to allow
technologies to be used in support of multiple operating components and customer sets
within DHS. The effective management and communication of capability gaps ensures
that similar efforts are either combined or developed in concert so that required
capabilities are provided to as many stakeholders sharing similar capability gaps,
reducing overall technology development costs and accelerating the time-to-market for
certain capabilities.

The mission of the Infrastructure/Geophysical Division (IGD) is to improve the
Nation’s preparedness and response to natural and man-made threats by developing
technology to enhance situational awareness, emergency response capabilities, and
critical infrastructure protection. The Infrastructure/Geophysical Division supports
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Federal, State, local, tribal, territorial, and private sector for all-hazards events that
impact both the U.S. population and critical infrastructure.

IGD conducts research and development (R&D) activities for the 18 Critical
Infrastructure and Key Resource (CIKR) Sectors identified in the NIPP. The NIPP
provides the overarching approach for integrating the Nation’s many CIKR protection
initiatives into a single national effort.

e IGD receives the highest priority capability gaps from the 18 CIKR sectors as
identified in the Sector Annual Reports. IGD works with the Office of
Infrastructure Protection, R&D Project Office to analyze, organize and prioritize
the gaps.

e IGD gathers customer requirements through the Capstone Integrated Product
Team (IPT) process, which is chaired by the Office of Infrastructure Protection.
The Infrastructure Protection Capstone IPT is comprised of staff from the Office
of Infrastructure Protection, IGD, as well as the R&D provider, and the ultimate
end users (infrastructure owners and operators). The Capstone IPT is customer-
driven and user oriented, and provides a mechanism by which owners and
operators gain visibility into the R&D development life cycle from inception to
completion.

e IGD and IP have formed the Committee on Requirements (CoRe), which focuses
on reviewing unfunded and new gaps submitted by the sectors and developing
recommendations for a way ahead with these gaps.

Capability Gaps and Enabling Homeland Capabilities

Capstone IPTs generate several outputs that guide the development and fielding of
technologies and systems for DHS’ stakeholders. The primary role of the Capstone IPTs
is to conduct strategic needs analyses to determine and prioritize the capability gaps that
exist within a given functional area. Capability gaps are broad descriptions of department
level identified mission needs that are not met given current products and/or standards.
Capability gaps catalog opportunities for enhanced mission effectiveness or address
deficiencies in national capability. Capability gaps often start with “We need to be able
to do...” statements that identify mission needs rather than suggested solutions. See
Figure 4 for the requirements hierarchy diagram.
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Requirements Hierarchy (TsA example)

[ The Sponsor (representing the operators) }

develops operational requirements

High Level 3 C al re en
consistent with organlzatlonal missions.

(qualitative)

DHS Mission — Strategic Goals (“Prevent terrorist attacks”)

TSA Mission (“Protect traveling public”)

Mission Need/Capability Gap (“Reduce threats to traveling public”)
Operational Requirement (“Capability to detect firearms”)
Performance Requirement (“Metal detection & classification™)

Functional Specification (“Detect metal > 50 gm”)

Operational
Requirements

Design Specification (“MTBF > 2000 hours”)

Material Specification (“Use type FR-4 epoxy resin”)

Technical Low Level The Program Manager and Acquisition /
Requirements (quantitative) Engineering community develop technical
requirements and specifications.
[ Each lower-level requirement must be traceable to a higher-level requirement. ]

Figure 4. This “requirements hierarchy” shows the evolution of requirements from a high-level macro set of operational
requirements to a low-level micro set of technical requirements. Note that each lower level requirement stems directly from its
higher requirement so that all requirements are traceable to the overall DHS Mission.

Led by their IPT Chairs/Co-chairs, Capstone IPTs are responsible for the analysis,
identification, and prioritization of their capability gaps. Capability gaps can come in
several forms. Some gaps may appear in the form of modified personnel and resource
allocation, training, standards, plans/protocols/procedures, resources, technology,
systems, etc. For those capability gaps requiring technology-based solutions, a grouping
of technology components is identified by DHS S&T to address the various needs
delineated in the capability gaps. These grouped technology solutions, or Enabling
Homeland Capabilities (EHCs), collectively deliver new gap closing capabilities to the
customers. EHCs focus on the technology pieces that develop, mature and deliver to DHS
acquisition programs, are commercialized, or are validated as a standard within a three-
year period or less. DHS S&T develops EHCs that contain quantifiable metrics that allow
for effective management of development progress. These metrics define how the EHC
will address/close the related capability gap, the cost and schedule over the life of the
EHC, identify the specific S&T efforts addressing the EHC and endorsements, and
recommendation of proposed EHCs and corresponding deliverables by the relevant
Capstone IPT. EHCs enable customers and DHS S&T engineers to focus on discussions
related more broadly to overall capability needs and operational requirements rather than
discussions simply about potential solutions to problems.
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Project-1PTs: Managing the Day-to-Day Development of Capabilities

The Capstone IPT process enables the DHS S&T divisions to interact regularly with
their customers to address capability gaps. These capability gaps in many ways are just
the beginning. Additional detail about their requirements must be gathered to enable the
cost-effective and efficient development of a technology or product. In order to achieve
greater insight into the details that comprise each Capstone IPT, Project-IPTs are created
to manage specific project areas within a functional area. While Capstone IPT meetings
occur at regular intervals throughout the year, Project-IPTs are created to manage closing
capability gaps gathered from the larger Capstone IPT on a daily basis. For example,
Border Officer Tools and Safety, and Container Security are Project-1PTs for the Border
Security and Cargo Security Capstone IPTs, respectively. Project-1PTs consist of several
DHS S&T subject matter experts who are responsible for clarifying the capability gaps
derived from the Capstone IPTs and for gathering additional insight into operational
requirements with the customers for the overall capability enhancement that is necessary.
These requirements assist in decomposing a high-level capability gap into the individual
components that may comprise a potential solution. Through this process the grouping of
individual technologies into an integrated system creates the overall EHC.

The Project-IPTs work closely with DHS customers to develop a robust
understanding of customer needs, through an operational requirements document (ORD),
to define clearly the specific requirements that must be met in order for a technological
solution to address a given problem. Development of detailed ORDs further enhances the
direction in which technology and product development efforts progress and further
reduces duplication of effort across various Project and Capstone IPTs. These subject
matter experts are also involved in conducting market surveys, analyses of alternatives
and other functions related to technology and product evaluation ensuring that developed
capabilities are aligned to customers’ needs. Additionally, Project-1PTs serve a critical
role in integrating developed capabilities into EHCs and fully deployable systems that
provide customers with enhanced mission capabilities. All DHS agencies are responsible
for integrating and fielding the technology deliverables into operational systems
scheduled for delivery to their operating component.

Management — DHS Leadership and DHS S&T

The Capstone IPTs prioritize EHC proposals that respond to customer capability
requirements. DHS leadership has a critical role in determining Capstone IPT funding
levels and investments once prioritized EHCs are identified. Once approved, budgets are
submitted, solicitations may be issued, pre-award technical reviews are conducted, and
commercialization efforts are considered. DHS leadership conducts reviews of current
EHCs every six months to ensure that EHCs meet cost objectives and that technical
development is progressing along milestones. DHS leadership also reviews new EHCs
and continually reviews on-going EHCs in order to make informed decisions regarding
continued funding of programs.
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The Transition Office manages the process to develop and deliver required
technologies/products as defined in the EHCs. Working with its customer requirements,
DHS S&T proposes the technology-based solutions approved EHCs to the Capstone
IPTs. By understanding the needs and requirements of its customers, DHS S&T identifies
the programs that are ineffective/insufficient in meeting the EHC expectations and offer
technical solutions to address the stated requirements. DHS S&T works to conduct
market and technology scans to find technology-based solutions that can be developed
matured and delivered to DHS acquisition programs, commercialized or validated as a
standard within a three-year period.

There are several ways products can transition “out of the lab” into fully developed,
widely distributed products for the large customer communities. Figure 4 identifies
possible transition paths to deliver products to customers. DHS S&T may recommend
available commercial-of-the-shelf (COTS) products or other non-S&T alternatives in lieu
of developing a new DHS S&T solution. DHS S&T also reviews private sector responses
to solicitations for capabilities that can be readily addressed with COTS products. Once
development plans are approved, DHS S&T engages and involves the customer via
technology demonstrations and experimentation to ensure adequate customer feedback
throughout the development life cycle. DHS S&T manages costs, schedules and technical
performance of programs under the oversight of the Capstone IPT. The Director of
Transition chairs monthly status meetings that allow technology execution problems to be
discussed and resolved in a timely and effective manner.

Transition Approaches
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Identify Capability
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Figure 5. DHS has three major methods to transition products to end-users. DHS field agents are captive end-users of the
Capstone IPT process while the First Responder community is typically able to select its own solutions. Capabilities are also
transitioned to CIKR owners and operators in the private sector. All newly proposed DHS programs must now identify

technologies/products already in development in the private sector that are aligned with end-user requirements that enable users
to make informed purchasing decisions.
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Technology Transition Agreements (TTAS)

Technology Transition Agreements (TTAS) represent a good-faith contract between
the DHS S&T developer and the DHS customer. The TTA is negotiated and signed at
the product level by those communities responsible for a delivering or advocating a
specific product or technology. As a consensus agreement, the TTA is signed by all of the
stakeholders responsible for the technology/product in order for continued funding. This
good faith agreement determines the specific exit criteria that must be demonstrated in
order for the “hand off” of the technology/product to the customer. In the case of the
Infrastructure Protection IPT, the Office of Infrastructure Protection again serves as the
representation to the Capstone IPT process on behalf of CIKR owners and operators.

The TTA provides a detailed description of the deliverable promised by the DHS
S&T program managers. The customer program manager certifies that the need for the
product or technology is consistent with the needs/requirements as defined by their
operating component, and the requirements or acquisition agents state their commitment
to integrate the successfully demonstrated technology/product or into an identified and
funded acquisition program. The TTA ensures that all parties explicitly understand the
deliverable is aligned to customer needs and that a funding source is available and
aligned with the customer’s needs. If any problems are identified by DHS S&T, customer
agency or acquisition offices, all parties are informed and decisions are made regarding
continued funding. Once the TTA has been signed the next step is to move forward with
product development and eventual product deployment to the customers.

Using Technology to Give Boots on the Ground a Voice

Traditional communication through e-mail and phone calls has proven insufficient in
gathering and compiling input from the sheer number of stakeholders responsible for
providing protection to our homeland. There remains room for improvement in gathering
requirements from the many different stakeholders across the country. In many ways, the
private sector possesses much more reliable information than is seen from DHS’
previous, seemingly disjointed approach. Continued work through the Capstone IPTs and
DHS’ Requirements Development Initiative training materials will reduce the
inefficiency of DHS personnel by providing a common point of entry for end-user
representatives and perspectives.

Just as needed is deployable technology to create a Community of Practitioners
(CoP). DoD has invested in these kinds of technologies to enable reaching not only the
millions of first responders nation-wide but also other customers and potentially
authorized stakeholders (other federal agencies, private sector, venture community, etc).
Advanced technologies like the “Semantic Web 3.0” will aid in the communal and open
development of capability gaps, ORDs, potential available market sizing/applications,
etc. all at the benefit of the American taxpayer, Government and private sector. We are
finalizing plans to initiate a pilot program to harness these technologies to engage various
user communities to enable broad-based development of widely accepted operational
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requirements. Figure 6 shows graphically the evolving processes used for developing
requirements at DHS S&T.

Evolution of Change:
DHS Providing Better Information about its Needs

DoD, DoE, DHS,
DoJ, DoT, etc.
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Figure 6. DHS has progressed in the way that it reaches out to its stakeholders to learn about their needs. Advanced social
networking technologies have the potential to greatly enhance communications and understanding of needs.

It is clear that DHS S&T needs to lead the development of an easy-to-use technology
to generate a CoP for its customer communities. The vast majority of the millions of
DHS’ stakeholders need to be invited to play an active role in creating, editing and
prioritizing detailed operational requirements to be used by DHS in order to provide (or
facilitate through its commercialization efforts) solutions for the stakeholders
communities. This approach enables both a “bottom-up” and “top-down” view of detailed
user requirements — avoiding the age-old discussion of whether a “bottom-up” or “top-
down” approach is superior. New social networking technologies have opened new
opportunities that allow communication to flow and leverage the merit of both
approaches.

DHS S&T plans to create a set of detailed operational requirements of a system
prototype that, in general:
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» Effectively leverages advanced social networking and information sharing (utilizing
semantic architecture and TRL management) using genuine DHS scenarios such as
developing/editing ORDs, all at the benefit of taxpayers in an open and transparent
way for all to participate easily

 Expandable to millions of users in the First Responder, CIKR, and potential solution
providers (private sector) communities

 Expandable to include vital interagency partners like DoE, DoD, and National
Laboratories for gauging potential users and potential available market sizing

» Expandable to include Venture Capital, Angel Investor and Corporate Investor
Communities, if desired and/or required

Product Realization through Requirements
Articulation

If you think about it, we can point to many examples in both our professional and
private lives where the lack of communication or unclear terminology has created
misunderstandings, problems and a myriad other issues. Effective communication is
critical in the cost-effective and efficient interactions between various parties seeking a
mutually beneficial relationship or partnership.

At every step of product development, it is critical to understand and meet user needs.
Developing requirements to guide effective product development is not a trivial effort;
but with proper planning, dedication and communication, successful product
development can yield measurable positive results and provide DHS operating
components, first responders, CIKR owners and operators and other stakeholders with
resources necessary to carry out their mission-critical objectives to protect our nation.

The initial phase of product realization is a mission needs assessment. This
assessment should be conducted in relation to the overall mission for an organization.
This exercise identifies capabilities needed to perform required functions, highlights
deficiencies in a functional capability and documents the results of the analysis. Some of
these capabilities may already be addressable with existing products, systems or services
currently accessible by an organization. Analysis may also show that material solutions
may not be necessary to solve a problem, as issues may be resolved through resource
redistribution, staffing adjustments, standards development and other actions that do not
require the fielding of new technologies. Additionally, a mission needs assessment serves
to identify deficiencies in current and projected capabilities. In the event that current
products are not able to address a particular capability; a capability gap exists. Briefly,
capability gaps are defined by the difference between current operational capabilities and
those necessary capabilities needed to perform mission-critical objectives that remain
unsatisfied. Capability gaps must be listed in terms of an overall need to perform a
specific task and should avoid explaining how that task should be achieved. Capability
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gaps that are discovered and articulated from a mission needs assessment form the
foundation of the Capstone IPT process See Appendix K for further reading.

For example, faced with the problem of potential intruders to a sensitive facility, we
might define the requirement as “build a wall,” whereas the real requirement is “detect,
thwart, and capture intruders.” Our wall might “thwart” intruders (or might not, if they’re
adept at tunneling), but it would not detect them or facilitate their capture. In short, the
solution would not solve the problem.
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Figure 7. We need to define problems, not propose solutions.

The robust capability gap to “detect, thwart, and capture intruders” includes no
preconceived solutions and prompts us to analyze alternative conceptual solutions and
choose the best.

One way to ensure that we are defining a problem, rather than a solution, is to begin
the statement of the requirement with the phrase “we need the capability to ...” It’s
nearly impossible to complete this sentence with a solution (“a wall), and much easier to
complete the sentence with a problem (“capability to detect intruders”). Capability gaps
and requirements should address what a system should do, rather than how to do it. This
approach is sometimes called capability-based planning. It is a very simple, yet powerful
concept.

Properly defining clear and concise capability gaps is a necessary first step in product
realization. This high-level understanding of a problem is a key part in the
communication of needs. One may find that capability gaps are oftentimes common for
multiple cross-sections of DHS operating components and supporting elements such as
the first responder community and private sector critical infrastructure owner/operators.
Discovering these commonalities is a fundamental aspect of the DHS S&T Capstone IPT
Process, which seeks to reduce duplication of efforts and expedite product transition. See
Appendix C for further information.

Why Requirements?

Capstone IPTs generate several outputs that guide the development and fielding of
products, services and systems for DHS operating components, primary in the form of
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capability gaps that exist within a particular functional area. These broad descriptions of
department-level identified mission needs that are not met given current products and/or
standards catalog opportunities for enhanced mission effectiveness or address
deficiencies in national capability. However, capability gaps are just the first step in
providing solutions to mission-critical needs. Operational requirements bring detailed
information to support the capability gaps and define actionable information through
detailed definitions of the problems, which need to be further delineated into technical
requirements.

A requirement is an attribute of a product, service or system necessary to produce an
outcome(s) that satisfies the needs of a person, group or organization. Requirements
therefore define “the problem.” In contrast, “the solution” is defined by technical
specifications.

Defining requirements is the process of determining what to make before making it.
Requirements definition creates a method in which appropriate decisions about product
or system functionality and performance can be made before investing the time and
money to develop it. Understanding requirements early removes a great deal of
guesswork in the planning stages and helps to ensure that the end-users and product
developers are “on the same page.”

Requirements provide criteria against which solutions can be tested and evaluated.
They offer detailed metrics that can be used to objectively measure a possible solution’s
effectiveness, ensuring informed purchasing decisions on products, systems or services
that achieve the stated operational goals. A detailed requirements analysis can uncover
hidden requirements as well as discover common problems across programs and various
DHS operating components. Detailed operational requirements will guide product
development so that solutions’ specifications actively solve the stated problems.

We could save ourselves a lot of work if we jump straight to “the solution” without
defining “the problem.” Why don’t we do that? Because if we take that shortcut we are
likely to find that our solution may not be the best choice among possible alternatives or,
even worse, we’re likely to find that our “solution” doesn’t even solve the problem!

Defining requirements and adhering to developing solutions to address those needs is
often referred to as “requirements-pull.” In this situation, user requirements drive product
development and guide the path forward as the requirements dictate. This is a powerful
circumstance in which fulfilling requirements becomes the central focus of product
development and no possible solution is disregarded given it facilitates addressing the
stated operational requirements.

At the other extreme from the “requirements-pull”” or “market-pull”, approach is
“technology push.” Here we start with a solution (perhaps a new technology) and see
what problems it might enable us to solve. The danger in this approach is to become
enamored of “the solution” and neglect to ensure that it actually solves a problem. With
technology push, it is likely that actual user requirements may be modified, or even
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ignored in order to “force-fit” the desired solution. A historical example was the product
known as Picture Phone introduced (and discontinued) in the 1960s when the advance of
telecommunications technology first made possible the transmission and display of video
as well as voice. Picture Phone, which allowed telephone users to see each other during a
call, was a technological success but a market disaster. It turned out that callers generally
don’t want to be seen, as a bit of unbiased market analysis would have disclosed.

Technology push should not be ignored, but if the goal is successful transition to the
field with acceptable risk, the technology being pushed must be compared to alternative
solutions against a real set of user requirements.

Aside from assuring that the “solution” actually solves the “problem,” requirements-
driven design has a further advantage in that the requirements provide criteria against
which a product’s successful development can be measured. Specifically, if the product
was developed to address a set of quantified operational requirements, then its success is
measured by Operational Test and Evaluation (OT&E) to validate that an end-user can
use the product and achieve the stated operational goals.

Prior to OT&E, it is common practice to subject products to Developmental Test and
Evaluation (DT&E). The purpose of DT&E is to verify that the product meets its
technical specifications, which are the engineers’ interpretation of the operational
requirements. Such DT&E does not obviate the need for OT&E, which validates that the
engineers’ solution is not only technically successfully but also represents a successful
interpretation of the end users’ needs, satisfying the original operational requirements
(not just the technical specifications) when operated by representative users.

Often requirements are stated in terms of “threshold values” and “objective values,”
where the “objective value” is the desired performance and the “threshold value” is the
minimum acceptable performance. This formalism is useful in allowing stretch goals to
be asserted without saddling the system development with unacceptable risk.

The Requirements Hierarchy and Traceability

To reiterate the definitions above, the documents that govern product realization
include requirements, which define the problem, and specifications, which define the
solution. Nevertheless, the hierarchy of requirements and specifications is more complex
than that simple dichotomy, as previously discussed and revisited in Figure 8.

The Hierarchy is divided into two domains, operational requirements and technical
requirements, highlighted in yellow and blue in the figure, representing the “problem
space” and the “solution space” respectively. You will remember that the Capstone IPT
process begins when S&T works with our customers to define and articulate capability
gaps. The DHS stakeholder, representing the end users in the field (the operators), is also
responsible for all operational requirements, from the top-level mission requirements to
the detailed system-level operational requirements. It is important to articulate these
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operational requirements in detail to avoid misunderstandings later in the product
development life cycle. A system developer is responsible for translating the operational
requirements into a system solution, documented in a hierarchy of technical
specifications.

Requirements Hierarchy (TsA example)

[ The Sponsor (representing the operators) ]

develops operational requirements

High Level ) . BT pel
consistent with organ|zat|ona| missions.

(qualitative

DHS Mission — Strategic Goals (“Prevent terrorist attacks”)
TSA Mission (“ Protect traveling public”)
Capability Gap/Mission Needs Statement (“Prevent weapons
aboard aircraft”F\; . )

Operational Requirement (“Detect firearms”)
Performance Requirement (“Metal detection & classification”)
Functional Specification (“Detect metal >50 gm”)

Operational Design Specification (“MTBF > 2000 hours”)

Requirements

“The problem/ Material Specification (“Use type FR-4 epoxy resin”)
Technical Low Level [ The Program Manager and Acquisition / J

Requirements (Quantitative) Engineering community develop technical
“The solution”) requirements and specifications.

[ Each lower-level requirement must be traceable to a higher-level requirement. ]

Figure 8. The Requirements Hierarchy drives the traceability of requirements from top to bottom.

The highest-level type of technical “specification” is actually called a performance
“requirement.” A performance requirement actually represents a bridge from operational
requirements to the engineering interpretation of those requirements. Put another way, in
the course of developing a new system it is necessary to transform the system operational
requirements, which are stated from a given Operating Component’s perspective as
required outcomes of system action, into a set of system performance requirements,
which are stated in terms of engineering characteristics.

Working through the requirements hierarchy, requirements development is the
process of decomposing the problems broadly outlined in the capability gaps gleaned
from the mission needs assessment.

The requirements and specifications are described below, first those that define the
problem and then those that define the solution:

e Problem Definition
O Mission Needs Statement (MNS)/Capability Gap is required by the DHS
Acquisition Review Process (Management Directive 102-01) and is developed by
the DHS sponsor (S&T’s customer) who represents the end users and is the
first step in the Capstone IPT process. The MNS provides a high-level
description of the mission need (or, equivalently, capability gap), and is
used to justify the initiation of an Acquisition program.
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O Operational Requirements Document (ORD) is also required by the DHS
Acquisition Review Process and, like the MNS, is developed by the DHS
stakeholder. The ORD specifies operational requirements and a concept of
operations (CONOPS), written from the point of view of the end user. The
ORD is independent of any particular implementation, should not refer to
any specific technologies and does not commit the developers to a design.
A well written ORD states the problem that must be solved along with the
necessary capabilities that a system must perform.

e Solution Definition

O Performance Requirements represent a bridge between the operationally
oriented view of the system defined in the ORD and an engineering-
oriented view required to define the solution. Performance requirements
are an interpretation, not a replacement of operational requirements.
Performance requirements define the functions that the system and its
subsystems must perform to achieve the operational objectives and define the
performance parameters for each function. These definitions are in
engineering rather than operational terms.

0 Functional Specifications define the system solution functionally, though
not physically. Sometimes called the “system specification” or “A-Spec,”
these specifications define functions at the system, subsystem, and component
level including:

® Configuration, organization, and interfaces between system
elements
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Performance characteristics and compatibility requirements

® Human engineering

® Security and safety

® Reliability, maintainability and availability

® Support requirements such as shipping, handling, storage, training

and special facilities

O Design Specifications convert the functional specifications of what the
system is to do into a specification of Aow the required functions are to be
implemented in hardware and software. The design specifications therefore
govern the materialization of the system components.

O Material Specifications are an example of lower-level supporting
specifications tha